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Product Brief

AT&T Dynamic DefenseTM 
simplifies network security
Get built-in threat protection with your connectivity solution*

Features

•	 Industry-leading AT&T threat 
intelligence

•	 24/7/365 network monitoring

•	 Same-day deployment in minutes

•	 Use security policies recommended  
by AT&T Chief Security Office or  
deploy your own 

•	 AT&T Dynamic Defense charges appear 
on existing AT&T Dedicated Internet bill

•	 AT&T Dynamic Defense may be  
added or removed from your AT&T 
Dedicated Internet service without 
termination charges 

Benefits

•	 Enterprise-grade network security 
prevents threats from reaching  
your network

•	 AT&T Dynamic Defense shield may 
improve network performance

•	 Consolidates security products  
and services into your connectivity 
solution with no added equipment

•	 Streamlined and cost effective 
compared to multiple add-on  
security solutions

As you adopt as-a-service models, grow your business, and extend your 
network to the cloud, your network’s attack surface grows. Add-on solutions 
can be effective, but they add complexity and can strain your resources. 
AT&T Dynamic Defense helps you stay ahead of ever-evolving threats  
and have the right policies and protections in place.

Built-in protection

AT&T Dynamic Defense is the first line of defense to stop threats before they 
hit your business. It’s embedded in our global network infrastructure, so 
it detects threats, filters malicious traffic, and executes security controls 
before the data reaches your network. As the first line of defense, AT&T 
Dynamic Defense extends the AT&T global network security infrastructure 
to your business’s local network. We’ll secure your network like we secure our 
own—with state-of-the-art security tools to detect and prevent cyber threats.

Simplified security

AT&T Dynamic Defense combines multiple security features into a single 
capability that’s embedded with your connectivity solution. It works as a 
stand-alone security solution or as an added layer of defense compatible 
with your current security solutions. There’s no separate equipment to buy 
and no hardware needed. You can say goodbye to add-on security solutions from 
multiple providers and the extra expense, contracts, and maintenance that follow.

*Requires AT&T Dynamic Defense and AT&T Dedicated Internet service.  AT&T Dynamic Defense only available in select areas.
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Unrivaled  
threat protection

Security for a  
modern network

Backed by security experts

AT&T Dynamic Defense employs the same intelligence we use to protect  
our own infrastructure. The AT&T global network carries more than 710 
petabytes of data traffic on an average day, giving us insights into new 
threats as they arise and the ability to immediately block malicious traffic 
from reaching your network. Our threat intelligence is powered by machine 
learning (ML) and artificial intelligence (AI), so it adapts to the evolving risk 
landscape. Now, AT&T Dynamic Defense extends our best-in-class threat 
protection all the way to the edge of your network. 

We secure your network like we secure our own—with innovative security 
tools to detect and prevent cyber threats.  

AT&T Dynamic Defense offers a range of features to help protect your users, 
data, and applications on premises, remotely, or in the cloud.

•	 AT&T Dynamic Defense shield powered by AT&T’s threat intelligence 
detects and automatically blocks known malicious traffic to and from  
your networks. It mitigates risks and malicious attacks. 

•	 Configurable stateful firewall, geo filtering, and web filtering enable 
you to apply policies in your network. Use AT&T Chief Security Office 
recommended policies or your own custom policies. Either way, policy 
management is centralized for a smooth and easy experience.

•	 Application-based policy provides granular security controls based on 
known business applications.

•	 Reporting and logging capabilities aid in security analysis and can provide 
valuable insight into the threats your business faces. Shows mitigated risks, 
intrusion attempts, and blocked IP addresses in a user friendly format.

•	 Version control keeps track of multiple versions of security policy 
configurations that can be restored quickly if a disruption occurs.

AT&T Dynamic Defense integrates virtually seamlessly with your  
AT&T connectivity, and it’s simple to manage. Just add the service to your 
AT&T Dedicated Internet service. It’s turnkey, so your world-class threat 
intelligence and monitoring capability is deployed in minutes.

Connectivity solutions with built-in security. 
We’re setting a new standard for networking.
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Options for  
every business

Three AT&T Dynamic Defense packages offer a range of features to suit a 
variety of business needs, from simple network structures with limited access 
points to the most complex global scenarios. Each package is available only to 
AT&T Dedicated Internet (ADI) customers at a low monthly fee.

Add AT&T Dynamic Defense to your AT&T Dedicated Internet service today. Available in select areas.

Standard Package Advanced Package Premium Package

 $20/mo. $175/mo. $275/mo.
No cost for as long as you have  

AT&T Dynamic Defense on AT&T 
Dedicated Internet circuit.1

First two months of AT&T  
Dynamic Defense at no cost.  

Pricing for up to 1 Gbps. Other  
speeds and pricing available.2

Pricing for up to 1 Gbps.  
Other speeds and  
pricing available.
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Why AT&T Business?
See how ultra-fast, reliable fiber and 5G connectivity protected by built-in security give you a new level of confidence 
in the possibilities of your network. Let our experts work with you to solve your challenges and accelerate outcomes. 
Your business deserves the AT&T Business difference—a new standard for networking.

Contact your AT&T Business representative or visit AT&T Dynamic Defense to learn more.

AT&T Dynamic Defense

1	 AT&T Dynamic Defense™ Standard for Life of the Circuit: Limited time offer. Eligible new and existing AT&T Dedicated Internet (“ADI”) customers in select areas are eligible for waiver of applicable monthly  
recurring bill charges when they purchase Dynamic Defense – Standard package unless canceled. Available in select areas. Customer orders changing Dynamic Defense package or applicable ADI circuit void the  
promotion. Other applicable limitations and conditions are included in the service agreement. See sales rep for further detail. 

2	 2 Months Free – AT&T Dynamic Defense™ Advanced: Limited time offer. Eligible new and existing AT&T Dedicated Internet (“ADI”) customers in select areas are eligible for waiver of applicable monthly  
 recurring bill charges when they purchase Dynamic Defense – Standard package unless canceled. Available in select areas. Customer orders changing Dynamic Defense package or applicable ADI circuit void the  
 promotion. Other applicable limitations and conditions are included in the service agreement. See sales rep for further detail.

    Offers cannot be combined with Dynamic Defense promotions and is subject to change.  

https://www.business.att.com/products/att-dynamic-defense.html

